Tpya (TexHonorusa) 8-9 knacc. Npodwunb
"MHdopmaumnoHHasa 6e3onacHOCTb"

8:00—22:0012 ok71 2024 1.

O6bwaa yactb

Ob6uwwme Bonpockl no npodwunto "Tpya/TexHonorna"

1 6ann

BepHo nu yTBEpXXAEHME, YTO KOHAYKTOP — 3TO Npodeccus, oTHocsAwasca K chepe HemaTepuanbHOro

npon3BoAacTea?

@ sepro

He BepHO

1 6ann

K BbICOKMM TEXHONOrMSAM OTHOCATCS:

PY4YHas oTAenKa KoXm
3D-neyatb poTONOAMMEPOM
nasepHas peska paHepbl

ToueHue Ha CT[Q
po6oToTEXHMKA

ABUrartesib BHyTpeHHero cropaHua



1 6ann

YctaHOBUTE COOTBETCTBUE MEXAY TEPMUHOM 1 ONpeaesieHneM:

MeHeoXep B/IOXKUS KanuTan, Haxogaswmimncsa B obopoTte
N NPUHOCALWMIA NPUBbLINL

npeanpuHIMaTens BAOWMN, npowenLwnn cneunasnbHyO

noaroToBKy

9KOHOMUYECKN aKTUBHbIN nedrTesb,

M3HECMeEH o
busrecme O 1M3yrwnm npon3BoacTBa Kakunx-nnéo

TOBapoB




1 6ann

Kakoii paamep Ha npeAcTaBneHHOM yepTexe aBAseTca NMNWHUM?
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1 6ann

O6sa3aTenbHbIM ycnoeuem npu nonyvyeHmu 06beMHOro Tenia N3 NJI0CKom d)l/lrypbl nocpencTeoM BbigaBnnBaHUA B

nporpamme Komnac-3D sBnsiercs:

Hanun4yvne caMonepecequvu?l KOHTYpPa

@ orcyTcTBYE CaMmonepeceyeHuin KOHTYpa

Hainyme HeCKOJIbKUX KOHTYpPOB B OAHOMN NJIOCKOCTHN

OTCYTCTBME 3aMKHYTOI0 KOHTYpa

CMNEUNAJIbBHAA HACTb

Bonpochbl no cneunanbHOM YacTu

0.5 6annos

YKaxute Kakue BO3MOXHOCTU gaeTt ANIeKTPOHHadA Ll,l/ld)pOBaFI noanucb?

YctaHoBneHue nuua, oTnpaBuBLllero AOKyMeHT

Moptse pXaeHne yHUKaiabHOCTN AOKYMEeHTa

MpoBepKy LEeNnoCTHOCTN JOKYMEHTOB

KoHdupaeHumanbHOCTb 4OKYMEHTOB



0.5 6annos

Kakon ns napone|7|, npuBegeHHbIX HNXe, ABJiseTCa CaMbiM 3alWNLEeHHbIM OT aTak (CI/IHbeIM HGPOHEM)?

321ytrewq

@© Very_implePa$wOrd

pa$$word
UnBrEaKaBlEpAsSwOrD
N2 3
0.5 6annos.

Ykaxxute, Kakas U3 nocsegoBaTesibHOCTEN MOXET ABNATbCSA 3aKOAUPOBaHHOW cTpokon B popmaTe Base64
(Standard RFC 4648)? AndasuT kognpoBaHus Base64 (Standard RFC 4648) copepXunt natMHCKne CUMBOSbI,

undpbl n cumeonbl cyddukca (+, -, =)

GDdreS$S=

@ dgVCNBhgYIKG-Hghjsh==

CVBWYHJSHH&88==

YhjgmnbbiMbHGFHjhjg==

IkjBNAVD675678<MBjk,n

IKJvxJGljhvevm)=



0.5 bannos

Urto Takoe anaBuT c TOUKM 3peHns KpunTtorpapumn?

ConocTaBneHue Koga cMMBoOJia B Pa3/InyHbIX CUCTEMAX CYUCNIEHMS C €ro
n3obpaxeHnem

CoBOKYMHOCTb pa3nnMyHbIX Tabnuy, kogupoBaHUs

G)opma nMACbMeHHOCTN, oOCHOBaHHadA Ha CTaHA4APTHOM Haﬁope 3HaKOB

‘ KoHeuyHOe MHOXecTBO ncnosib3yeMbix ona KopupoBaHUA I/IHq)OpMaLI,I/II/I 3HaKOB

0.5 bannos

YctaHoBUTe cooTBeTCTBUE Mexay napametpamu URL agpeca n npumepamu:

[MpoTokon -80
[JoMeHHOe nms /school/resources
MopT http://
MyTb fo pecypca ?a=b&c=d

3anpoc www.vsosh.ru



http://www.vsosh.ru/

0.5 6annos

YkaxuTe, Ha kakoM u3 ypoBHeli mogenu OSI nposoautcs ataka nogpMmeHa MAC-agpecoB?

MpunknagHom

MpepctaBsneHus

CeaHcoBOM

TpaHcnopTHOM

CeteBoM

. KaHanbHoOM

Dduanyeckom

Ataka BO3MOXXHa Ha KaXXiOM N3 CeMN YPOBHeN

0.5 bannos

YkaxunTte, uto HE MoXeT ssBnATbcA agpecom canTta?

ghnbrjdbt.info

206.188.192.188:80

@ 355.11.32.111

ru.shoppyshop.com



0.5 6annos

I'Ionyt-leHme CKpPbITbIX AaHHbIX, KOrga Bbl MOXXeTe NU3MeHUTb 3anpoc, yTOOGDI BEepPHYTb AONOJIHUTEJIbHbI€ pe3ysibTaTbl -

cnepcrTeuve akcnnyatauyum ya3BMuMoCT nog HasBaHueM...

@ ... sQLi (SQL Injection)

... XSS (Cross-Site Scripting)

... LFI (Local File Inclusion)

... RFI (Remote File Inclusion)

0.5 bannos

B necouHuue nporpaMmbl BbIMOJTHAKOTCA B Ccpefe, KoTopad obecneymBaeT 6€30NaCHOCTb U 3alLNTy XOCT-CUCTEMDI.

Kakue cBoncTBa HaknagbiBaloTca Ha nporpamMmmy B necoyHunue? Ykaxurte Bce BepHble BapnaHTbl

N3onauus

BpunsaHTHOCTD

OrpaHunyeHune pecypcos

MoHUTOPUHF

®DyracHocTb



Ne10

0.5 6annos

[ononHuTe crenytollee yTBep)KaeHe, BbiIopaB NpaBusibHbI BapnaHT oTBeTa

IIKOMI'IbIOTeprIe BUPYCbl, KOTOPbIe NPAYyTCAa B 6e306MaHbIX nporpamMmmMmax n HeonacHbl, NOKa Nosib3oBaTesib UX He

3anycTuT HasbiBatoTcs..."

...PYTKUTBI

...uepsm

. «..TPOSAHDI

...9KCMJIONTbI

Ne T

1.5 6bannos

Marmndeckum KBagpaTtoM rnopsdaaKa n Ha3blBaeTCA KBafpaTHad Tabnuua pa3aMepoM n x N Kne- TOK, 3arnonHeHHasa
pa3nnyHbIMWN HaTypaJibHbIMW YNCITaMK ot 1nmo nz, KOTOpPble pa3MeLlleHbl TaKUM O6p830M, 4YTO CyMMbl Hmcen noboro
CTOJ'I6LI,a, CTPOKW 1 rMaBHbIX avaroHanen nMerT 0HO U TO Xe 3HayeHune. 3anonHeHne KOHKPETHOro Mmarn4eckoro
KBafpaTa 3afjaHHOro pasMepa MOXXHO MNCMNOJ1Ib30BaTb B Ka4eCTBE KJ/1H04a LIJVICI)pa nepecTaHOBKN. OTKprTbIVI TEKCT
pa3nendeTcd Ha 6J'IOKI/I, ONTMHa KaXOoro n3 KOTopbixX paBHa n? - B caMoM NMPOCTOM Cliy4Hae bes yyeTa I'IpO66J'IOB 7
3HaKOB NpennHaHng. MocnegHwin 6J'IOK, €CJin ero pa3Mep MeHblle, O0MNOoJTHAEeTCA CJ'Iy‘-IaIZHbIMI/I 6YKBaMI/I 0o
HY>XXHOro pasmepa. [Mocne atoro 6YKBbI Kakgoro 6roka pacnonarakTcd B Tabnuue B COOTBETCTBMN CO CBOUM
nopaaoKoBbIM HOMEPOM. HOJ'IY‘-JEHHOG 3anonHeHne Tabnuupbl 3anncbiBaeTcs MOCTPOYHO CBEPXY BHUN3 (B 06bl4YHOM

nopsaKe YTeHWs) B OOHY CTPOKY, KOTOpas 1 ABNSeTCS WUPTEKCTOM.

3awundpynte onncaHHbIM cnocoboM c NpUBEAEHHbIM HMKE 3anosIHEHEM KBagpaTa criefylowmin TeKCT: ¥ Benukum

Bo/NLWE6HUK"

1613 [2 |13

5 |10 1118

KNebKIWBONNENNHB



N212

1.5 6bannos

[MpocTenwmnm wndpom asnseTcs WwWudp NnpocTon nepectaHoBkU. [Ond 3awmndpoBaHns TEKCT pasgensertcs Ha 61oku,
COfepallMe cornacoBaHHoOe C noslyvyaTenem Ymcno cuMBoaoB (Npobenbl 1 3HaKW NpennHaHna MOryT Kak
YYUTbIBATbCA, TaK U HET - 3TO TOXe YaCTb AOrOBOPEHHOCTU Mexay aboHeHTaMn), NOC/e Yero B KaX40oM TakoM
6110Ke NponcxoauT n3MeHeHne NopsiAKa CUMBOJIOB MO OAHOMY 1 TOMY Xe npasuay. Hanpumep, 4tobbl
3alWmndpoBaTb TEKCT «3aBTpa, BEPOSTHO, OXKMAAETCA COMTHEYHbIN OeHb» C ANUHON 6noka 4 1 ¢ yyeToM Npobenos u
3HaKOB NpenuHaHus, Nepebii 610K ByaeT BbIMAOETb Kak «3aBT», BTOPOW - Kak «pa, », TPeTuii - «Bepo» U T. a. Ecnu
npaBuWio 3aMeHbl bygeT «3, 2, 4, 1», To «3aBT» byfeT 3aWmndpoBaHO B «BaT3», «Pa, » B «,a pP», @ KBEPO» - B KPEOB».
Onpepenute NpaBnao 3aMeHbl, NPUMeHEHHOe N5 CefyoLero TeKCTa, eCln N3BECTHO, YTO AnnHa 6noka He

npesbiwaeT 10 cMMBONOB.

OCWE PUOPLUHBKOA HNC3KCOATMECT UWMKA TN 3

41,5,3,6,2

2 banna

OgHMM 13 caMblX NPOCTbIX WNdPOB ABASeTCs WKdp NpocTon 3ameHbl. [1nsa Takoro wrdpa 3awmndpoBaHme
3aK/YaeTcsl B TOM, YTO Kaxkaas OyKBa OTKPbITOro TEKCTa 3aMeHseTCs Ha Kakoe-To Apyroe ob6o3HayeHme (6ykay,
n3obparkeHne nnm nbon opyron curHan) Ha ocHoBe TabnnLbl, 0GHO3HAYHO COMOCTaBNAWEN CUMBO OTKPLITOrO
TEeKCTa 1 ero 3aMeHy. [1ns ygobcTBa 3anoMnHaHusa Takom Tabnunubl 3aMeHbl MOXET ObITb MPUMEHEH NPUHLXN
NOCTPOEHUS HKHEN CTPOKM Tabnuubl (TO eCcTb CTPOKN 3aMeH) Ha OCHOBe 103yHra — CfioBa Un dpasbl, KOTopble
Nerko 3anoMHuTb. 13 nosyHra ybupatotcst BCe 3HaKM NpenmnHaHmns 1 noBTopbl OyKB, a ocTaBlwnecs 6yKBbl
COCTaBNAOT NOCnenoBaTeNbHO 3aMeHbl 415 OykB «Ax», «b», «B» n 1. 4. Ecnu pasnnyHbix 6yKB B TO3YHre MeHblLe
yeM Bcero B andasuTe (a Yalle Bcero 6bIBaeT MMEHHO TaK), To BYKBbI, He BOLWlefL e B NO3YHT, 3annCbiBatOTCA B
andaBUTHOM MopsaOKe B Ka4ecTBe 3aMeH ocTaBwumxcsa 6ykB. Hanpumep, Npu MCnonb3oBaHWK No3yHra «A610Ko oT

A6NOHN Hedaneko NagaeT Tabnuua 3aMmeHbl 6yAeT BbIMNsAOeTb cnenyowmm obpasom:

'

AlB|B|r|A|E|E|X[3[(n|A|RK|A|M|H|[O(N|P|C|T|Y|®|X|(Uu|Y|W|w|b|bl|b|3|tO]A

o

Ale|n|O|K|T|H|KM|E|A(A|N|(B|TF|[E|H|[3|A[M|[P|C|Y|®|X|U|Y|W|W|Bb|bl|b|3]|

TakuM WwWndpoM ¢ HekoTopbIM (HEN3BECTHbLIM) 3anofiHeHUeM Tabnuupl 6bin 3awmndpoBaH TekcT: “W ckopo
nyTelweCcTBEHHUKIM OKa3anuch cpean Heobo3pmmoro makosoro nons.” Onpegenute, Kakon U3 WKUGPTEKCTOB MOT

6b11 NoNyyYeH B peaynbraTe.

3 IMAXXA ECMBYBUMIIBIT3M3 AMBKBP3b MABE3 FIBAOAK)X3OALLA
NBMAJALLA EAPS.

3 UMAXA ECMBYBNBIT3M3 AMBKBP3Wb MXBE3 FTBAOAK)X3ATA
NBMAJIALLIA EAPS.

3 UIMAXXA ECMYYBNNNIBIT3M3 AMBKBP3I1b MXBE3 MBAOAK)X3OALLA
NBMAJALLA EAPS.

@ 3 VMAXA ECNBYBMMNIBIT3M3 AMBKBP3Ib MKBE3 FBAOAKX3OALLA
AOBMAJIALLA EAPS.



N°14

2 banna

[Mepen Bamu coobuieHne, 3awmndpoBaHHoe WwWudpom Liesaps. MNpu wrdpoBaHmm 6bi1 MCNONb30BaH AaTUHCKUIA

andasuT (26 byks). OnpenennTe 3HavyeHne casura n pacwmndpyinte coobuieHne. PacwmdopBaHHoe coobuieHne

3annwnTe B normne

3awungposaHHoe coobuieHume: axut xh cdi p qts du gdhth

Letter Order Letter Order Letter Order Letter Order
a 1 i 9 q 17 y 25
b 2 i 10 r 18 z 26
¢ =3 k 11 S 19
d 4 1 12 t 20
¢ 5 m 13 u 21
f 6 n 14 \Y 35
g 7 0 15 W 23
h 8 p 16 X 24

life is not a bed of roses




N2 15

3 6banna

[laHo 3akognpoBaHHOe coobleHVe B WeCTHaALaTepUYHOM cnucteme cumcnenuns. Nonbayacb Tabnuuen,

packogmpyiTe coobuieHne 1 3anuwmnTe NonyYeHHyo ¢pasy B KauecTBe OTBETA.

o D) 1 2 3 2 5 6 7 8 3 10 | 12 [ 12 | 13 1 | 15
Al AA AB AC AD AE AF na ~H AL Al AK AL AN AN AQ
NUL |SOH | STX |ETX |EOT |ENQ |ACK [BEL| BS | HT | LF | VT | FF | CR | SO | SI
NULL START OF |START OF [END OF END OF ENQUIRY JACKNIWL - [BELL BACKSP, |CHARACT. [LINE LINE FORN CARRIAGE | SHIFT SHIFT

WEADTNG | TEXT TEXT TRANGM, EDLE TAB TTON |FEED TAS'TION |FEED RETURN  JOUT IN
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Ap rQ AR AS AT AU AV AW AY AY A2 AL A\ 3| AN A
DLE|DC1|DC2|DC3 |DC4 |NAK|SYN|(ETB|CAN| EM |SUB|ESC| FS | GS | RS | US
OATALINK |CEVICE DEVICE DEVICE CEVICE MEG . ACK- |SYNCHR. (EMD OF CANCEL END QF SUBS- ESCAPE INFO, INFO. INFD. INFO.
ESCAPE |CONTROLY |CONTROLZ [CONTRGLS |CONTROLA [NOWLEDGE | IDLE TRANS . MEDTUM | TITUTE SEP. 4 |SEP. 3 |SEF, 2 |sEF. 1
E 32 33 34 35 35 37 38 39 46 41 42 43 44 45 46 a7
excl Guot (%] dallar percnt unp #pos 1par rpar a8l plus canni periog | sal
LI #(1$5(%| &) % [ - /
(] 0 ’ |
SPALE ExcLAm,  |Quat, NUMBER  |DOLLAR  |PERCENT [AMPEM.  [APDS. LEFT RIGHT ASTERISK | PLUS COMMA HYPHEN- | FULL SOLLDUS
VAR MARK SIGN SIGN SIGN SAND TROPHE  |PAREN. |PAREN, SIGN MINUS STOP
n 48 49 56 51 52 53 54 55 56 57 58 59 69 61 62 63
colon son| 1t equals | ot quest
. [} —
O(112|3|4|5|6[(7|8|9|:|;|<|=[>|?
prern DIGITY orGIT nIcIY DIEIT DIGIT BIGIT DIGTT DIGIT DIGIT COLON SEMI - LS, -THAN |EQUALS [ GR, - THAN [QUEST -
ZERD (] Twi THMEE Foum FIVE six SEVEN EIGHT WINE COLON S1GN S10M S1GN 10N MARK

n 64 65 66 67 €8 &9 70 71 72 13 74 75 76 7 78 79
commat
COMM" TAL
AT

H 80 81 82 83 84 85 86 87 B8 89 50 21 92 a3 94 95

1sgb nsol rsgh hat lowtar
LEFT 5Q. [REVERSE |RT. SQR, [CIRCUM X |LOW LINE
BRACKET |SOLIOUS |BRACKET |ACCENT
96 97 o8 99 180 iel 102 183 led 105 186 107 108 1688 118 111
grave
“lalbjc|d|e|(f|g|h|i1|j|k|l{m|n|oO
GRAVE
ACCENT
112 113 114 115 116 117 118 119 120 121 122 123 124 125 126 127
o 4
plglr|s|tiu{viw|Xx|y|z|{]|]|]|}]|~ e
L. CURLY [VERTICAL |[R, CLRLY|TILDE DELETE
ARACKET |LINE RRACKET

Extremesmeet



5 6annos

[MepenBamu coobuieHne, 3awmndpoBaHHoe WndpomM BmxeHepa. MNpn wndposaHnm bbifla UCNOAb30BaHa KUpuUnanua

(33 bykaebl). LLndposaHmne Npon3BOANNOCH MPY MOMOLLX OAHOTO N3 KNtoYel. Bo3MOXHbIe KoUK

1. Banom
2. 3awwnTa
3. NHdbopmaumsa

4. besonacHoOCTb

bykBa Iopsinok bykBa Iopsinok bykBa Iopsinox bykBa IHopsinok

a 1 H 10 c 19 b 28
0 2 i 11 T 20 bl 29
B 3 K 12 y 21 b 30
r 4 1 13 (1] 22 g 31
i 5 M 14 X 23 10 32
e 6 H 15 I 24 s 33
é 7 0 16 4 25

K 8 n 17 m 26

3 9 p 18 i} 27

Monb3ysack Tabnuuen n onpefenus Kitod WndpoBaHus, pacwmndpynte coobeHue: neey sawToWwT 6uMnbe

[eno Mactepa bontcs



